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------------------
djnn@penthertz.com

Occupation: intern @ penthertz u already know =) 
Location: Paris
Favorite drink: Blond beer
Interests: Reverse-engineering, malware
Languages: C, Golang, Elixir, etc (learning Rust)
Contact: https://djnn.sh/pgp

[~] whoami
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not sponsored by
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[~] man voiture

https://illmatics.com/Remote%20Car%20Hacking.pdf
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[~] man vroom-vroom

https://kentindell.github.io/2023/04/03/can-injection/ 
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[~] vim vroom.txt
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[~] apktool d deez_nuts.jar

remote startup
open doors
localisation
...
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[~] tpms_rx --source rtlsdr

TPMS Frequencies:
300Mhz > f > 900Mhz
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WiFi, Bluetooth, CAN, ... https://hydrabus.com
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[~] which IVI

https://pinoutguide.com/Car-Stereo-Other/

https://pinoutguide.com/Car-Stereo-Other/
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[~] sudo modprobe vcan

--> 1983 @ Bosch

Controller Area Network (CAN)
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[~] python3 trolling.py



UDS request message structure (UDS on CAN)
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UDS Negative Response example (UDS on CAN)
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0x13
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[~] pip install socketcan-uds

Example:
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[~] gcc uds-psa.c -o trolling
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[~] git clone git@github.com:commaai/panda.git
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[~] sudo apt install python3 can-utils

python-can
cantools
scapy

Librairies Python Support Linux in-kernel

sudo modprobe vcan  
sudo ip link add dev vcan0 type vcan
sudo ip link set up vcan0
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[~] secure on-board communications

https://icanhack.nl/blog/secoc-key-extraction/
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[~] other protocols & resources

XCP (Debug / diagnostics)
FlexRay (communication bus)
SOME-IP (protocol over IP)
...

digital kaos
motorcarsoft
techniarabia
autohacking
msieur-lolo.fr
dacianer
medianav.ru
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Thanks :)

Contacts:

https://penthertz.com
https://djnn.sh

To go further:

hardware reversing (side-channel attacks, JTAG, FCC-IDs)
RF Hacking (Bluetooth, Digital Audio Broadcasting, RDS, 4G/5G, ...)
Weaponzing logs (Bluetooth pairing -> DLT) 
MiTM opportunities (Firmware Over-the-air, ...)


