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About myself

Founder of Penthertz

- Sébastien Dudek (@FIUxIuS)

+ CEO of Penthertz
* Founded during COVID in 2020
 Specialized in Wireless communications security
« > 10 years of experience in Software & Hardware security

—_

 Security researcher

- Pentester & Red Team Perfect mixto make
Penthertz!

 Vulnerability researcher
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https://twitter.com/fluxius

Penthertz

Main activities
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Security assessments

Wireless communications
(RFID, Wi-Fi, Mobile
communications,
Bluetooth, etc.)
Embedded devices
Backend servers

Red Team

=

Trainings

Software-Defined Radio
Hacking

Wi-Fi Red teaming
RFID Hacking

Mobile attacks

(2G/3G/4G/5G), and more...
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Hardware security

Firmware extraction
Chip off

Secrets extraction
Library’s analysis

Vulnerability hunting



RF Pentester 010: )
Having a good setup q
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Setup

A real lab -> follow the geometry...
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Setup

A minimum setup for RF assessments: ~3-4k€
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Setup

Software setup

« We need all required pentests tools for different context:
o Wi-Fi
o RFID
o Bluetooth Classic & LE 4/5
o Telecom
o And even exotic communications
* In addition: report generator, common network tools, web tools, etc.

- But: takes at least 1-5 days to setup properly (depending on number of tools)



.

S etup drivers/net/ethernet/mellanox/mlx5/core/dev.o
drivers/net/ethernet/mellanox/mlx5/core/wg.o
drivers/net/ethernet/mellanox/mlx5/core/lib/gid.o
drivers/net/ethernet/mellanox/mlx5/core/diag/fs_tracepoint.o
drivers/net/ethernet/mellanox/mlx5/core/diag/fw_tracer.o

[ ]
drivers/net/ethernet/mellanox/mlx5/core/en_main.o
OI I l I e o u r oo s drivers/net/ethernet/mellanox/mlx5/core/en_common.o
drivers/net/ethernet/mellanox/mlx5/core/en_fs.o

drivers/net/ethernet/mellanox/mlx5/core/en_ethtool.o
drivers/net/ethernet/mellanox/mlx5/core/en_tx.o
drivers/net/ethernet/mellanox/mlx5/core/en_rx.o
drivers/netfethernet/mellanox/mlx5/core/en_dim.o
drivers/net/ethernet/mellanox/mlx5/core/en_txrx.o
o . drivers/net/ethernet/mellanox/mlx5/core/en/xdp.o
[ Need to deal Wlth. drivers/net/ethernet/mellanox/mlx5/core/en_stats.o
drivers/net/ethernet/mellanox/mlx5/core/en_selftest.o
drivers/net/ethernet/mellanox/mlx5/core/en/port.o
drivers/net/ethernet/mellanox/mlx5/core/en_arfs.o
. . . drivers/netfethernet/mellanox/mlx5/core/en_fs_ethtool.o
u Compllatlon Issues drivers/net/ethernet/mellanox/mlx5/core/en_dcbnl.o
drivers/net/ethernet/mellanox/mlx5/core/en/port_buffer.o
[M] drivers/net/ethernet/mellanox/mlx5/core/en_rep.o
. Killed signal terminated program ccl
compilation terminated.
" DependenCIGS make[5]: *** [scripts/Makefile.build:304: drivers/net/ethernet/mellanox/mlx5/core/en_rep.o] Error 1
make[5]: *** Deleting file 'drivers/net/ethernet/mellanox/mlx5/core/en_rep.o’
make[4]: *** [scripts/Makefile.build:544: drivers/net/ethernet/mellanox/mlx5/core] Error 2
malbal37. *%% FTerrdnte MMabafila hodlderaa. A- -~ }ethernet}mellanox] Error 2

L CO”iSion S/CO nfl iCtS M~ can@can-VirtualBox: ~/reversing Q Jethernet] Error 2

] Error 2
S pwd

/home /can
:-$ mkdir reversing

» A good setup cantakea dayto a

c $ gcc -m32 hello_world.c hello_wo
In file included from hello_world.c:1:

week depending on needed tools o D e

27 | #include
|

compilation terminated.

Screenshol from 2016-12-16 14-38-45.png

pet@pet-OptiPlex-9020: ~/oe-core/build

DD INe

. . . $ gcc hello_world.c
[ J T" I le IS runnlng : $ sudo apt-get install gcc-multi
[sudo] password for can:
Reading package lists... Done
Building dependency tree... Done Writing butlohistory
Reading state information... Done ‘B4 No currently running tasks (6857 of 7207)

. . The following packages were automatically installed and are no ,unmw‘ > tasks Fatlsas
O gOO W en rUS Ing On an chromium-codecs-ffmpeg-extra gstreamer1.0-vaapi 1965-va-drive /home/pet/oe-core/butld/../layers/meta-toradex-nxp/recipes-kernel/linux/linux-toradex-rt_3.14

intel-media-va-driver libaacs® libaom3 libass9 libavcodec5s 1M  /home/pet/oe-core/build/../layers/neta-toradex-nxp/recipes-kernel/linux/1inux-toradex-rt_3.14
summary: There were 6 ERROR messages shown, returning a non-zero exit code.

libavutils6 1libbdplus® libblas3 libbluray2 1ibbs2bo l‘lbchroma. pet@pet-OptiPlex-9020:~/oe-core/builds [
assessme n't libcodec2-1.0 libdavid5 libflashrom1i libflite1l libftdi1-2 1ib eI
soe libgstreamer-plugins-bad1.0-0 libigdgmmi2 liblilv-0-0 libllvm ..

Tasks Summary: Attempted 6920 tasks of which 6914 didn't need to be rerun and 2 failed.
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Setup

Alternative distributions

+ Existing alternative distributions:

o Kali: packages for Wi-Fi, Bluetooth, RFID, SDR and
many other pentest tools

o Pentoo: Like Kali with extra GNU Radio tools and
modules, SDR tools as well
(https://github.com/pentoo/pentoo-
overlay/tree/master/net-wireless)

o Dragon OS: Really focusing on radio tools and much
more complete that other distributions

o Others

- But nothing specific to RF & Hardware security with
hardware accesses (USB, mPCle, GPU, sound, etc.)

& penthertz | 9


https://github.com/pentoo/pentoo-overlay/tree/master/net-wireless
https://github.com/pentoo/pentoo-overlay/tree/master/net-wireless
https://github.com/pentoo/pentoo-overlay/tree/master/net-wireless
https://github.com/pentoo/pentoo-overlay/tree/master/net-wireless
https://github.com/pentoo/pentoo-overlay/tree/master/net-wireless

Setup

Alternative distributions (2)

Pros:
Packages as much tools as possible --> reducing installation time
Tools not yet package can be installed after
Less troubleshooting during our setup --> tools are ready to be used

Perfect for less experienced people

Cons:

Need to reinstall the computer with the specialized distribution

And also to complete it with missing tools
Dependencies issues with new installed tools --> breaking the setup

No scalability




Setup

Alternative distributions

* Existing alternative

o Kali: packages
many other penté

o Pentoo: Like Kali with e
modules, SDR tools as wel
(https://github.com/peg
overlay/tree/mastg

o Dragon OS: R&
more complete

Snnwnnf nmm ADIO Taomnx
o Others L

o But nothing specific to RF & Hardware security with
hardware accesses (USB, mPCle, GPU, sound, etc.)
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Setup

Breaking the setup

* Need to reinstall everything! Sometimes until 5am right before a pentest...

* You morning starts like that:
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Setup

Breaking the setup (2)

* How the client sees you during the assessment:
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Setup

Each mission is different

TOM CRUISE

- A mission needs a dedicated container: S TOM CRUISE
o More reproducibility + scalability
o Avoid mixing “client 1" traces with "client 2"

o You can mess inside a container -> destruct it
there after

T0M CRUISE

0 1Y s enorca i
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Let me introduce you
RF Swift!
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| suggest we play a little game
| like to call "Have You Met T¢d2"



What is it?

* Tool made in Go --> Instrumenting Docker +
host

o Inspirated from Exegol project ;)
+ Docker files "recipes”
* Registry with built images

- Scripts for automating installations of
various tools

+ Supported and tested architectures: x86_64,
ARM®64, and RISC-V 64

+ Supported and tested OSes: Linux and
Windows

FOR HAMS AND PROFESSIONALS
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RF Swift

Assessments on a Steam Deck
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RF Swift

Windows GPRS stations (in few minutes)

13.29G8 / 13.29 GB inuse | images

(7] Name

O

18041012598

This program comes with ABSOLUTELY NO WARRANTY

Use of this software may be subject to other legal restrictions,

including patent licensing and radio spectrum licensing

All us of thi oftware are e cted to comply wit

regulations and 'S See the L L file in the source code

more information Walkthroughs

Release 6.1.1 formal build date Aug 2 2024 rev

202U-088-62_17:19:09.844842 <mbts:NOTE> proc 481 GSMConfig.cpp:80:regenerateBeacon: thread 14076 How do | run
b reg ating system information n ages, changemark 1 :

Starting MBTS

2024-68-62_17:19:09.8U4997 <mbts:NOTE> proc 40l XManager.cpp:127:sendCommandPacket: thread 1487

455680: this:0x555956F1f500 command CMD RESET 1

2024-088-082_17:19:069. 845! s:NOTE> YBTSDriver State changed WaitHandshake -> Running Run Docker
2024-08-02_17:19:09.8L RSP RESET ANSWER -

2024-€ _17:19:09. 846147 BrfModule: :createlface()

Yate engine is initialized and starting up on docker-desktop

2024-08-02_17:19:10 13 <cpuload:\ Updating CPU core numl

bladeRF detected, attached to serial T+ffbf8efbudedbad8doubd5958

2024-68-082_17:19:11 0285 < BrfModule re: ace()

|




RF Swift

Images’ hierarchy

 Following Docker images layers concept: reuse of layers -> speed and space saving

corebuuld
v/ \
sdrsa dewces automotive | reversmg sdrsa_devices_antsdr sdrsa_devices_rtlsdrv4
e \
sdr_light bluetooth wifi_basic ‘ telecom_utils
l N
sdr_full wifi_full ‘ telecom_2Gto3G telecom_4G 5GNSA telecom 5G
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RF Swift

Architecture ~

images pull
run

- Each created container has tools included in
dedicated imageS y RF Swift images

SDR FULL Bluetooth

 Each container represent a "'mission”

o Perfect for assessments separation: client1
and client2 are not in the same space

o Messing with one container -> throw it and
run a new container!

Container "SuperSDR" Container "Telecoms"

- EE EE EE EE EE EE EE BN BN EE EE EE EE BN BN BN EE EE EE Em Em Em Em Em Em e
- mm Em Em Em Em Em B B Em Em Em B BN B B Em Em Em Em Em Em B B Em Em

.. docker L

- Em EE EE EE B B B EE EE EE BN EE EE EE EE EE M M M M M M M M M MmN EE EE EE Em o Em mm e



RF Swift

Key commands

Impatient to make your images? Pull one from our registry:

$ sudo ./rfswift images pull —i <reference> -t <tag name to apply>

 Run a container:

$ sudo ./rfswift run —i <image name> —n <container name> [-e <command>]
[-b <extra volumes>]

Shoot! I kill my terminal!! shhNOO problem:

$ sudo ./rfswift exec [-c <container name>] -e <command>

Let's discover what's inside!
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Demo time!



Conclusion



Going further

To conclude

You can travel and assess devices safely with RF Swift

e.g. -> my computer that was just erased and used for traveling
Keep you setup light based on your own "recipes”
RF Swift is 1y old -> still a lot to do!
Need also contributors:

Documentation: https://rfswift.io/

Go binary for instrumentation and user experience

Our discord: https://discord.com/invite/NS3HayKrpA



https://rfswift.io/
https://discord.com/invite/NS3HayKrpA
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Thank You
Watch us on

Please contact us: You TUhé
| ™

e Ol

>4 contact@penthertz.com
© +33173138277

© penthertz.com
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